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OpenL Tablets InstallatidgBuide Preface

1 Preface

OpenL Tabletss a Businesfkules Minagement System (BFS) based on tables presentedhticrosoft Excel
documents. Using unigusonceptsOpenL Tablettacilitates treating business documents containinginess
logic specificaions asan executble source code.

OpenL Tablet provides a set of tools addressing BRMS related capabkiititieslingOpenL Talets WebStudb
that can be used for creating, testingnd managing business rules and business rugets, andOpenL
Tablds Rule Sevicesdesigned for integration of busess rules into customer applications.

The OpenL Tablets Infistion Gude providesinstructions for irstalling and customizing OpenL Tablets
software. The document describes how tatall OpenLTablets uder ApacheTomcat deploy, and set u®penL
Tables Rule Services.

Thissectionincludes the following topics:

1 How ThisGuide Is Organized
1 Audience

1 Rehted hformation

1 Typographic Conventions

1.1 How ThisGuidels Qganized

Information on how to use this gide

Section Description
Before You Begin Lists sysem requirementsfor installingand using OpenL Tablets softwa

Install OpenL dblets Welstudio uner Explains how to instalDpenL Tablet8/ebStudio under Apacheloncat.
Apache Tmcat
Deploy OpenlL TableRule Services under Designel for ruledevelopeswho need b use busiess rules aseparate

Apache Tomcat web services
Install penL Tables Welstudb and Explains how to instalDpenL Tablet§/ebStudicand OpenL Tabks Rule
OpenlLTabletsRule Services on Service®n WebSphee Application &rver.

WebSihere Application Server

Install OpenL Tablets WebStudio and Explains how to instalDpenL TabletgVebSudio and OpenL Tablets Rule
OpenL Tablets Rufervices on JBoss Service®n Boss Application 8rver.
Application Server

OpenlLTabletswebStudio and OpenL Explairs how to &t up OpenL TabletgVebStudio andDpenL TabletRule
TabletsRule Servics Integraion Servicess an integrated environment.

T Troublesooting Notes Provides uselul information related toOpenL Tabletmstallation.
1 Frequently Asked Questions

1.2 Audience

This guide is mainly tgeted atbusiness sers and rué expertswho ddine, view,and manag their business
rules and rule projects via OpenL TeilbWebStulio. Developes canalso use ltis document to learn how to
install and seup OpenlTabletsRule Services.

© 20042021 OpenL Tablets
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Basic knowledgef Java ad Apache ®dmcat is reaired to wse this guide diectively.

1.3 Related Information

The following table lists source$information related tocontents of thg guide:

Related information

Title Description

[OpenL Tablets WebStudio User Gyide Describe©penL Tablet WebStudipaweb applicatiorfor managing
OpenlL Tabletprojects through veb browser

[OpenL Taldts Referenc&uidd Providesoverview ofOpenL Tableteechnology, as wels its baic
concefis and pringples.

http://openl-tablets.org/ OpenL Tabletspen source project welite.

1.4 Typographic Conventions

The following styles and conveéans are sed in ths guide:

Typographicstylesand conentions

Cavention Description

Bold 1 Represents user interfacesins such asheck boxes;ommand buttonsdialog boxes,
drop-down listvalues,field names, menu commands, menus, option buttqrerspectives,
tabs, todtip labels tree elenents,views,and windows.

1 Represents keys, such as F9 or CTRL+A.
1 Represents a ten the firsttime it is ddined.

Courier Represents file and directonames, code, system messages, and comrdamscommands.
Courier Bold Representemphasizedext in cale.
Select He > Save & Represents a command to perform, such as openindlieemenu ad selecting &ve As.
Italic 1 Represents any information tae entered in a field.
1 Represents documentation titles.
<> Represats placellder valuego be sulstituted with wser specift values.
Hyperlink Represents a hyperlink. Clickiagyperlinkdisplays thénformation topic or external source.
[name d guide] Reference to another guide that contains additiomdbrmationon a speffic feature
© 20042021 OpenL Tablets
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2 BeforeYou Egin

This section lists system requirements for OpenL Tablets software and introduces OpenL Tablets WebSudio
instance properties. The following topics are included:

1 System Requirements for OpenL Tablets Saftwa
 Common Information about OpenL Tablets WebSiuiaktances

2.1 SystemRequirements forOpenL &bletsSoftware

Thefollowing tablecoverssystemrequirements for installing andinning OpenL dblets softwae:

Software requirements

Software Requiremens description

Operating systems  One of the following:
T  Microsdt Windows7+x86/64
1 Ubuntu 12.x
M Linux 3.x

Note: OpenL Thlets software can potentially run on any operating system thapsuts Java
Virtual Machine, for example, Mac OSThis talte lists operating sstems on which the
OpenL Tablets software is tested and supgedr

Browsers One d the following:

1 Microsoft Internet Explorer11.x
1 Firefox60 EXRor later
1 Chrome73+
Data Baes One ofthe following:
MySQL5.5+
MariaDB 10.2+
MS SQL $eer 2008+
Oracle 11g+
PostgreSQL 9.5+
Java 8/11/12 x86/64
Apacte Tancat7, 85, 9
WebSphere Applidion Server8.5
JBoss FAP 7.1

Other software

= =4 =8 4= -a-a -8 -4

Hardware requirements
T RAM4 GBminimum.
6 GBisreconmended.
1 1 (Hz or faster 3-bit (x86) or64-bit (x64) processar
User rights requirements

Administrative permissionare requiredto installthe software under Microsoft Windowsor
UNIXsystem

Note: It is highlyrecommencbdto avoid using spacemnd sgecia characters in paths

© 20042021 OpenL Tablets
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2.2 Common Information about OpenL Tablets WebSudio
Instances

This section provides general information about OpenL Tablets WebSudio home directory structure and
resources shared among multiple OpenL Tablets WebSudio instances. The following topics are included:

OpenlL @blets WebStudio Home Directory Configuration
Starting OpenL Tablets WebStudio in the Cluster Mode
Sharingvebstudioproperties

Sharing Project History

Sharing Project Index

OpenL Tablets WebSudio Home Directory Configuration

When OpenL Tablets WebSudio isrun for the first time, by default${user.nome}/.openl isused asthe
openl. home Oor OPENL_HOMHirectory where the applications deployed

= =4 -4 -8 9

Thisfolder contents depends on configuration. Example of its contentsis asfollows:

locks
repositories  which isa settings folder
user - workspace that contains.locks folder and folders by usersvith .history ~ folders

webstudio.prope  rties  file

cache
repositories that includesdeploy - config and design folders

In case of multiple OpenL Tablets WebSudio instances, a shared file storage can be defined. The
openl . hone. shared folder must be defined in the application.properties file beforelaunching OpenL
Tablets WebSudio for the first time.

An example of the openl . hone. shared folder contentsis asfollows:

locks

repositories which isa settingsfolder

user - workspace that containsthe .locks folder and folders by usersvith .history ~ folders
webstudio.properties file

An example of the openl . hone folder contentsis as follows:

cache
repositories that includesdeploy - config anddesign foldersand by default can be set to one folder
users -db, only foralocal h2database

This option is not available if OpenL Tablets WebSudio isinstalled using the installation wizard. In this case,
openl . hone. shared isset equal toopenl.home andit cannot be modified in the installation wizard.

© 20042021 OpenL Tablets
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Sarting OpenL Tablets WebSudio in the Quster Mode

To startOpenL Tablets WebSudio in the cluster modethe openl.home.shared  Or OPENL_HOME_SHARED
property must be defined properly. In the cluster mode, the same file storage can be used for multiple OpenL
Tablets WebSudio instances.

Virtual machine 1 - Virtual machine 1
| I OpenlL Tablets WebStudi§ y | dpenL Tablets WebStudiAo‘:
VM :‘y VM
7 OS/drivers ?l »7 OS/drivers
1 Hardware presentation ! Hardware presentation

Shared drive

Figurel: Multiple OpenL Tablets WebSudio instances sharing the same drive

Sharing webstudio.properties

webstud io.properties can be sharedmong multiple instarces ofOpenL Tablets WebStudio If the
openl.nome.shared  path is added tapplication.properties before startingOpenL Tablets WebStudio and
it differsfrom the openl.home path, a separate foldeiis created for storingvebstudio.properties file and
administrative settings can be shareamong several instances @penL Tablets WebStudiahat have one
openl.nome.shared  path.

Sharing Project History

Projecthistory can be sharedamong multiple instances oDpenL Tablets WebStudio

It isstored in ugr workspace,in the openl.nome.shared  folder if set upso before launchingpenL Tablets
WebStudio Thus, userscan view project history from different OpenL Tablets WebStudianstances.
Sharing Project Index

Projectindexcan be shared among multiple instances ofOpenL Tablets WebStudiato supportwork with the Git
nonflat structure repository from differenOpenL Tablets WebStudianstances.The openl - projects.yaml file

© 20042021 OpenL Tablets
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that containsa list of projects and their pathis now stored inepositories  \ settings \ design of the
openl.home.shared  folder, or openl.home if the shared foldeiis not configured

© 20042021 OpenL Tablets
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3 Install OpenlTabletsWebStudiounder Apache
Tomcat

Thissectiondescribeshow to setup the environment for workingwith Operl. Talets software anddeploy
OpenL Talets WebSudio under Apachéfomcat androvidesinformation abou settings required for poper
functioning of the application.

Perform the following steps:

InstallingJDK
Installing Abache Tomcat

Deploying Opal Tablets Webtudio

Configuring External User Database

Setting UpOpenL TabletdVebStudio wih Installaion Wizard
Integration with External Idenfly Providers

Configuring MicrosafExcel 8ttings fa Apache ®mcat
OpenL Tablets WebStudio Customization

=4 =4 -8 -4 8 -8 _a_2

3.1 Instdling DK

To instll JDKperform the followingsteps:

1. Downloadjdk-8u231 or later from http://w ww.orade.com/techretwork/java/javase/downloads/index.html
to the targetdirectory.

Further n the documentthis catalogs referredto as<JAVA_HOME.

Note: Itishighly recommenddto avoid installing Ja in thedefault Rogram Fiés directoy becauset cancause
problems dwe to space charaetrs in the path to the folder.

For moreinformation on the instalation, seehttp:// www.orack.com/techmhetwork/java/javaseindex
137%1.html.
2. Install DKacmording to the instructions.

Nowthe environment vaiable JavA_HOMENUSt be setto the pathname oflie directory where JDis
installed.

3. For MS Windows, set the environment variableva_HomMmRs follows

1. To genthe SystemPropertieswindow, press<Windows>+ <Pause>or rightclick theMy Computer
icon andin the pop-up meny selectProperties.

Inthe Advancedtab, clickEnvironment Variabls.
In the System variablesrea, clickNew.
In the Vaniable namefield, enter JAVA_OME

In the Variable value feld, enter the path to the directory where JDK is intdl| forexample,
C:\Java\jdkl. 8.0 _231.

6. ClickOKto complete.

4. For Unix/Linux environmég, assuning the target directory isusr/li  b/ivm/j dk1. 8. 0_231, to set upthe
environment variable JAVA_HaMvEfor a singleuser, proceed as follows

1. Login to the accountral open .b ash_pr ofile:nano ~/. bash_profile

a ~ w DN

© 20042021 OpenL Tablets
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2. Add the following line:
export JAVA_HOME=/u sr /lib/jvm/ jdk1.8.0_231

3. Add or correct tle systemPATH as ftows:
exp ort PATH=$PATH: $JAVA_HOMB in

4. To sae,pressCTREO and then pres€TRL+X¥0 exit.

5. For Unix/Linux evironments asuming the taget directory iSusr/lib/jivm/ jdk1.8.0_231 , to set up the
environment variablelAva_Homd#or all uers, proeed as fdbws.

1. Login as root and oen thenano /etcipro  fi le profile.
2. Add the following line:

export JAVA_HOME=/usr/lib/ jvm/jdk1.8.0 _231.
3. Add or orrect the systen PATH as follows:

export PATH=$PATH:$JAVA_HOME / bin .

3.2 Installing Apache Tomcat

Apacle Tomcatcan be intlled from a ZIPfile or usng Windavs Servicenstaller. The bllowing topics are
included in this section:

1 Installing Apache Tomcat on Windows
1 Ingalling Apache Tomat on UNIX Linux Machine

Installing Apache Tomat on Windows
This section describes how to install Apache Tatran Windows and includs the followingopics

9 Installing Apache Tomc&bm Zip File
I InstalingApache Tmcat UsindVindows Service Installer

Installing Apache Tomcdtom Zip Fi¢
To install Aache Tomcaf.0.x or latet proceed as follows

1. Open Apache Tocat home page alttp://tomcat. apache.og/index.html.
2. In theleft-handDownloadmenu, click the lateshvailableTomcat verson.

3. Locatethe Binary Distribdions areaandin the Corelist, clickon the ZPfile corresponding tdahe required
Windowsversion.

4. Savethe ZPfile in a tempoary directory.

5. Extract the downloaded ZIP fileinto the target folder onthe computer.
This fdder is referedto as<TOMCATHOME>further in this document.

6. For Tomcat web server 7.0, to configureJVMoptions, openthe TOMCAT_HOME/conf/serverxml  file and
addthe URIEnco ding ="UTF- 8" attribute for all<Connector> elements.

For example:

<Connector port= "8080" pro tocol="HTTP/1.1 " connectionTim eout="20000 " redirectPort ="8443"
UREncod ing= "UTF- 8"/>

Installing Apache Tomcat Using Windows Service Installer

This sectin describes how to instal Apache TomcatisingWindows Service Installer.

© 20042021 OpenL Tablets
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Note: Itis not reommended b select thisype of installéion if planning to editrule tables in Ecelfiles from OpenL
Tables WebStudio as described[i@penL Tables WebStudio Usr Guidg, the Modifying Tablessection This type
of instalation requires additiaal setup. To solve this issue, contact your Opetilleisadministrator.

Note: ForOpenL Tablets administrataio enableediting rule tblesin Excel filesfrom OpenL Tadets WebStudioenable
the Allow serviceto interact with desktop Tomcaserviceoption using MMC or fronthe command line.

Proceed as fthows:

1. Navpateto the Apache Tomcat site atttp:// tomcat.apache.oy/index.htmlandin the left-hand Download
menu,clickthe latest available Tomcatersion.

2. Locatethe Binary Distributionsareaandin the Corelist, clickthe 32-bit/64-bit WindowsService Institer
link.

Savethe apachetomcatexe filein a temporary folder

Run the exe filand follow the ingructionsof the ingallation wizard

ClickNext

In the License Agreementindow, dickl Agree

In the Choose Cmponentsdialog leave thedefaultNorma type ofinstalation.

Experienced Tomcatserscan select another installation type the drop-down list.

Inthe Canfiguration dialog,proceed withdefaultvalues

8. In the next window, review the folder where Tomciawill be instdled, the Destination Fotler.
Thisfolder isreferredto as<TOMCAT_BME>further in this document.

9. Clickinstallto startthe instalation.

10. CickFinishto complete
As a result, pache Tomcat is installeahd stared onthe dza Schdpater. In theNotifi cation Arealocated

o g bk w

nextto the clack, the icon appearsTomcatis managedy using this icon drom the Start menu.

11. ToconfigureJVMoptions for Toma@t, in the Notification area right click theApacheTomcaticon and selet
Configure;or clickSart > All Prograns> Apache Toncat 7.0> Confgure Tomcat

The Apache Tonat Properties dialog appears.

12. Click theJavatab andin the JavaOptionstext box, ald the following lines:

- Xms$H12m

- XmxX2000m

- XX: +UseConcMarkSwe epGC
- XX:PermSize=128m

- XX:MaxPermSize= 512m

Note that every option must bemanualy entered in a separate row
13. ClickApply and then cliclOK
14. To estart Tomcatin Notification Area, right clidk the Tomcat icon and seleBtop service

The Tomcaicon chamgesto .

15. SelectStart Srvice
Alternaively, Toncatcan be retarted from the Geneal tab in theApache Tancat Propertieswindow
which appears after selectirart > All Programs> Apache Dmcat 7.0> Configure Tomcat

From this pointOpenLTablets WéStudiocan be runas desribed inDeploying OgenL Tablets WebStudio

© 20042021 OpenL Tablets
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Installing Apache Tomcabn UNIX/ LinuxMachine
Thissection descrbes hav to instal Apache Tomcat on the UNIX or Linux machine arilddas thefollowing
topics

T InstallingApacte Tancat from Repository
9 Installng Apache Bmca from ZIPFile
1 Confiwring JVMOptions fo@ Tomcat on UM / Linux Macime

Installing Apachelomcat from Repository

This section describe®tv to install Apache Tomcat from repository as a weren Uburtu 12.x.
Note: All @mmandsmustbe entered into a terminal window usiran accountwith sudo privileges.
Proceed as follow:

1. Openaterminalwindowand enterthe following:

sudo apt -getinsta Il tomcat7

2. Start Tomcatvith the next command
sudo/ etc/i nit.d/ tomcat7 st art

All necessary foldermustbe located inwvar/lib/itomcat?

3. To ensurahat Tomcaworksproperly, openthe browser and eter http://loc alhost:808.
If allis correct, Apache Tomtdisplayshe welcome page with a messagesemblinghe following:
If you're seeng this, you've successfully installed Tomcat. Corglations!

If the 404 error appearstry to restat Tomcatasfollows:

sudo /etc/init .ditom cat7 restart
Alternatively,stop Tomcat by entering thi®llowingcommandin command line and then stat it as
described previously

sudo /etc/init.d/tomcat7 stop

Installing Apache Tomat from ZIPFile

This sectiorescribes bw to installApache Toroaton Ubuntu 12.04 and Centos 6.3 he instructionsre valid
for other Linux distribtionswith smal charges.

Procead as follows:

1. Downloadthe appropriate Tomcaarchiwe file, ZP ortar.g z archive,from its official website
http://tomcat.apache.org/downloadr0.cgito the required user folder.
In this example Tomcat 7.0.3%s downloaded to the /nome/myuser ~ folder.

2. Opena terminalwindow andchange directory o the folder containing he Tomcagrchiwe.

3. Extract the archive by @ering the following commanah the terminal modifyng the Tomat versionas
required:
tar -zxvfapache -tomcat -7.0.3 9.tar.gz
Theapache - tomcat -7.0 .39 folder appears For example:
/home/m yuser/apach e-tomcat -7.0.3 9

4. Change itectory to the tomcat/bin
cd apa che-tomcat - 7.0.39/bin

5. Make sure alt.sh files are ercutable, thatis,they haver in all positions to the lefof the file name for
example,- rwxr - xr - x.
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6.

For that,in terminal, enterthe following:
Is Tla
Thefollowinginformation is displayed

bahdanau bahdanau 40896

bahdanau bahdanau 4896

bahdanau bahdanau 28865

bahdanau bahdanau 13217 :45 catalina.bat
bahdanau bahdanau 19189 :45 catalina.sh
bahdanau bahdanau 2121 :46 catalina-tasks.xml
bahdanau bahdanau 24239

bahdanau bahdanau 208759

bahdanau bahdanau 2131 :45 configtest.bat
bahdanau bahdanau 1982 :45 configtest.sh
bahdanau bahdanau 1342 :45 cpappend.bat
bahdanau bahdanau 7492 :45 daemon.sh
bahdanau bahdanau 2178 :45 digest.bat
bahdanau bahdanau 20821 :45 digest.sh
bahdanau bahdanau 3264 :45 setclasspath.bat
bahdanau bahdanau 3524 :45 setclasspath.sh

Figure2: OpenL Tablets packageadded

If somesh filesare not executable enter the following command:
chmod +x ./ *.sh

Run thesturtup .sh file as folows:

sh ./star  tup.sh

Inthe browser, erter the fdlowing UR.:

http://localhost:8080

If the irstallation is completed succeshilly, the Apache Tomcat welcome scregppears Thenext thingto
be dore is to configte JVM optiongor Tomcat.

Configuing WM Options for Tomca on UNIX / Linux Machia

To configue JVM options for Tomcat on a UNIX /uxdmachine proceed & ollows

1. For UNIX, createOMCAT_HOMEfart.cmd  file andtype the following:
expo rt JAVA_OPTS="$ JAVA_OPTS - Xm$H12m - Xm¥2000m - XX:+ UseConcMarkSwee pGC - XX:Pe rmSize=128m
- XX:MaxPermSize= 512nf
2. Locate theTOMCAT_HOME/conf/server.xml  file and add the URIEncod ing ="UTF- 8" attribute for all
<Connector> elements.
For examp#:
<Connec tor port=" 8080" protocol= "HTTP/1.1" conn  ectionTimeo ut="20000"red irectPort=  "8443"
URIEncoding="UTF - 8"/>
3. Fromthis point deploy OpenL Tablets WebStudio as describ Deploying OpenL Tablets WebStudio
© 20042021 OpenL Tablets
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3.3 DepoyingOpalL TabletsWebStudio

Thissection deschies how todeploy and rurOpenL Talets WebSudio under Tomcat.
The bllowing topics are included:

1 DedoyingOpenL Tablets WebStudio on a Windows Machine
1 Deployng OpenL Table WebStud) on a Linux Mchire and Max

Deplying OpenLTabletsWebSudio on a Windows Machine
This section describes haw deploy andrun OpenLTables WebStudiounder Tomcat on a Windows machine.
Proceed as ftdws:

1. Go bthe http://ope nl-tablets.org/downloadspage.

2. Clck the appropriateOpenL TabletgVeb3udio WARIink.

3. Save the filén atemporary folderand thencopy theOpenL Tabletg/ebStudd WAR(ile.
For exampleppenl -tab lets -webstudio - X.X.X .war t0 the <TOMCAT_HOMEwebapps folder.

4. Run Tomcatas follows:
9 If Tomcatisinstalledfrom the ZIP filgin TOMCAT_HOMBIn , click the startup.  bat file.
1 If Tomcat isinstalledusing WindowsService Istaller, restart Tomcat as desceld in|nstalling Aache

Tamncat Using Whdows Sevice Installer

Tomcat unpackthe WARfile into the <TOMCA_HOMB\ webapps \ <war file name>  folder. Forexample, 6r
5.9.4versbn the taiget fdder can be<TOMCAT_HOMEwebapps \ openl -tablets - webstudio -5.9.4 . For
conveniencethe folder can be renamed as reeded but remember that this namés usedo launchOpenL
TabletsWebStudiounder Tomcat
From this pant on, run OpenL TabletWebStudio with default settings or make additionadtomizaionsby
changing theuser mode and configuringn externaluserdatabase as desitred in[OpenL TabletRule
Savices Usagand Custmization Guidé.

5. To wun OpenlTabletsWebStudiq in the bravser, ente the follbwing URL
http://localhost:8080kWARfile name>
That isfor thisexample the URL isittp://localhost:8080/openitabletswebstudie5.9.4
OpenlLTablds WebStudiois openedin the browseron theWelcome to Installation Wizargbage The wizard
will guidethrough the setip process as desdbed inSetting Up @enL Tablets WebStudio with Installation
Wizard Whensetup iscomplete, use OpenLTablets WebStudido create new projects or download existing
ones

6. After anew rdease of theOpenL Tabletg/ebStudias inshlled dick CTREF50r clear cookies and cash
manualy to reload the pagein the browser.

DeployingOpenLTabletsWebStudioon a linux Machineand Mac
To nstall OpalL Tablets WeliGdio under Linuxand Mac Osperform the following geps:

1. Create the<oPEN_HOMEXolder where the application will be deployed fatlows:
sudo mkdir / <OPENL HOME>

2. Change access rights for this folégrentering the flowing canmandin the command line
sudoc hmod 775 -R / <OPENLHOME>
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3. Changete owrer for this folder:
sudo ¢ hown tomcat7:tomcat7 / <OPENL HOME>

4. DownloadOpenL Tablet®ebStudioWARfile from https://github.com/open-tablets/opent
tablets/releasesto a temporary folder.

5. Copy the downloadetlVARfile to the Tamcat webapps folder:

cp /home/myuser/Downloads/<openl - tablets - webstudio -
xxxx.war>/ home/myuse r/ <TOMCATHOME#Avebapps/w ebstudio . war

6. To sop Tomcat runthe following conmand from /home/myuser/<sT  OMCAT_HOME>/bin:
sh shutdown.sh
7. Start Tomcat from theane fdder as follows:
sh star tup.sh
8. Inthe browser, enter http://localhost:8080/webstudio
If deploymentis completedwithout errors the OpenlTablets Web$itdio Instdlation Wizard described in
the next stepisopenedin the browser.
If encounteing any problems,for more nformation, seethe following log files:

home/myuser/ <TOMCAT_HOME>/logs/catalina.out and
home/myuser//<TOMCAT_HOME>/logs/web  studio.log

3.4 CanfiguringExterral User Database

This steps only equired ifauser isplanning to work imulti userapplcationmodes such aMulti-user, Active
Directay, SSO: CAS SSO: SAMEor more information, se8etting Ub OpenL Tialets WebSudio with
Installation Wizardand use an external databaseich asvlySQL fomanagingusers inOpenL Tables
WebSudio.

By default, OmnL Tablets Webtudiocanrun using an internalserdatabasebased on theHSQLDB datmse
engine. lis a godl ideato use the internalserdatabasefor demonstration purposes because it is praddoy
default and reguires noadditional setup.But in this caseall use& management changes will be lost after server
restart.

In aproductionenvironment,it is strongly ecommendedto use an extenal databae

Note: For more information on supportedgtforms,see http://openl-tablets.org/.

The following topics are included:

 Adding DiversandInstalling and Configing the Database
 Configuing MySQIDatabase aExternal WYer Storag

1 Configuring MariBB Databasas External Eer Storag

9 Configuring Oracle Database as BExa¢tJser Srage

Adding Drives and Instdling andConfigurirg the Database
Before configuration, perform the following steps:

1. Addthe approprate driver Ibrary fora datébasein OpenL Tablets WebStudio\ WEBI NF\ lib \ .
Alternatively, locaterequiredlibrariesdirectly in\ <TOMCAT_HOMEi#h with other Tomcat libraries
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Driver name for appropiate databases

Database Driver

MySQL mysgl - connector -java -5.1.31. jar
MariaDB mar iadb - java -client -2.0.1jar
Oracle ojdbc 6.jar

MSSQL mesql -j dbc-7.2. 2.jre8.jar

PostgreSQL Postgresq I -9.3 -1100.jdbc4.jar

Formore information on URL valwecordingo the databag type, see th&JRL value according the
database typetable inSetthg Up @enL Tablés WebStudd with Installation Wizard

2. Install thedatabasedefining loginand password and creatirggrew schema oservice

Enaire all databaseettings are compled.
3. StartOpenL Tablet WebStudiand in thethird step, select #Multi-user, Active Directory or SSOmode.
4. Define database URlUsernameand passwad.

Configure database:;

Set up a database to be used for managing users in OpenlL Tablets webStodia,
Please contact vour Systern Adrinistrator for this information if necessary,

Catabase URL | jdbc-oraclethin@localhost: 1521:arcl

Login: apenl
Password: wnenn
Prev

Figure3: Creding a conection to theOracle databasé the installationwizard

5. ClickFinishto close the wizard whethe installation is complte.

6. Log in with cedentialsof adefault usercreated in the third step of the installation wizard, in tGenfigure
initial userssection.

Note that een after onfiguringthe database a user storagea default useris availabe for login.The
default user canmanage useredtings in OpenL TableWebStudio, for examplereatea user oradd
privileges to a user. All user managent activities canbe performed vathe OpenL Tablets WebStudid,
in the Admin> User Minagementsectian.
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Username TestUser

Password’  sesseenn

Fist Name

Last Name

Testers

Deployers

Deveiopers
¥ Analysts
ASmIrstralons

BWers

Figure4: Managing users in the User Managen sectin of OpenlTablets WebStlio

Right after applying chaeg n OpenlLTablets Web$idio, the updats are applied to thelatabase A user can
log in and work under aewly created account in g&nL Bblets WelSudio.

Note: During installation, severdhbbles ae createdin the databaself the same tables exist the databa® from the
previous usage, aonflict occurs. Towid thissituation, the following tables mudbe removed:

ACCESSCONTENIRY

GROW2GROB

OFENLUSE

schema_version

USER2GROUP

USEBFROUP

HIBRNATE_SE@WICE table thdtasSEQUENCE_OWNER=OPENL

Theprevious seps describea@nfigurationwhen auser starts Opeln TabletdVebStudio forthe first time.
Otherwise, in theopenl \ user - workspace folder,the following changesnust be made:

= =4 =4 =8 -8 -8 -9

1. Inthesystem-setti ngs folder, locate he db.propertie s configuration fie and editit described in the
following example for the Orecle database:

|_L| db properties

db.ur1l = jdbc:oracle:thin:@localhost:1521:openltest

db.user = open]

db.password = open

db.driver = oracle. jdbc.driver.oraclebDriver
db.hibernate.dialect = org.hibernate.fdialect.oraclelOgDialect
db.validationquery = SELECT 1 FROM dual

db.url.separator = @

Figure5: Confguration fle with Oracledatabase gttings
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2. In thesystem.properti es file, set varial® user.mod e = multi

Canfiguring MySQIDatabase afxternal User Sorage
This section explains haw to set up a MySQL datake.Proeed as follows:

1. Go tohttp://dev.mysqgl.com/download/mysql/.
2. Select tle approprate MSI Inster for system configuration and cli€ownload

Forexample, Windows (x&, 32bit), MSI Installermaybe reeded It isrecommenctd to useZIP Arbive
verspn since itisintended fa advanced uses.

3. In the nextwindow, register orlogin to the MySQL sé.
This stepcan beskipped,anduserscanproceedto No thanks, just start my download!link.

4. In the next window, sdect Save Filend sae the.msi file ina target folder

5. Navigateto the foldercontaining the msi file and doubleclick thefile to startthe installation process.
TheMYSQL Server SgilwWizard Welcome window appears.

6. Follow thewizardsteps laving the defaulvalues andclickingNext to proceed

7. ClickFinshto cloe thewizard when installationis complete.

Note: It isrecommendedto configurethe database server to usée UTF8 chaacter set.

WhenMySQ issuccessfully installed dhe usef éomputer, an empty databasfor OpenL Tablets
WebStudion MySQlmust be crated and permissions tamodify this databasgranted to the usefrom
whichthe OpenL Tabks WebStudd will workwith this database.

8. To gen MySQL @nmand LineClient sele¢t Sart > AllPrograms>MySQL>MySQL Serveb.5>MySQL
Command Line Clienand enter the following commais:
CREATE USER openl_use r IDENTIFIED BY 'openl_password’;
CREATE DATABASE openl CHARACTER SET utf 8;
GRANT ALL PRIVILEGES O N openl.*T O openl_user;

ConfiguringMariaDBDatabase as Extaal UserSorage

Thissection explains how to set up MariaDBdataba®. Roceedas bllows:

1. Goto https://downloads.mariab.org

Slect the apprgriate verson and clickDownload

Selectthe appropriate MSInstallerfor system onfiguration and clickoownload

In the next wilow, select Sae File andsave the .msi file in a targetltter.

Navigate to the foldecontainingthe .msifile and doubleclick thefile to startthe installationprocess.
TheMariaDB Setup Wiard Welcomewindow appears

Follow the wizard steps leavitige default values and cickingNextto proceed

Define pasword foraroot user.

8. Createa databas.

ok~ wD

N oo
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j!_{‘;! Database settings = ——
Default instance properties ://_j
MariaDB 10.2 (x64) database configuration . ;
MariaDB

Install as service

Service Mamne:! Maria

Enable networking

TCP port: ISSD?

Innodb engine settings

Buffer pool size: 2045 MG

Page size: KE

[ Back ” Mexk ] [ Cancel

Figue 6: Setting poperties for theMariaDB database

9. CickFinishto close thewizard wherthe installation is complete

10. StartHeidSQL gplication.

11. dickNewto create a session.

12. Select the Prompt for credentialscheckboxand definea database pa.

@ Sessicn manager B |-

Session narne « &7 Settings | % Advanced ||ﬂ;| Statisticsl
| t‘,{ Unnarned *

Netwark type: (MySQL (TCP/P) -|

Hostname J I 127001
DPromptforcredentiaIs

Use Windows authentication

User: root
Password: ..
Por: 3307 =

[T Compressed client/server protacol
Databases: Separated by sernicaolon v

Comment:

’New |V]’ Sawe ][ Delete ] [ Open H Cancel H Mare |Vl

Figure7: Qeating a connectiomo the MariaDB databas

13. ClickOpenand savehe changes.
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Configuring Oacle DatabaseasExternal User Sorage

This section expias how to set up an Oracle ddiase. Proeed as flows:

1. Go tohttp://www.oracle.com/technetwork/ddabase enterprise-edition/downloads/index.html
2. Afterregistration, €lect the approprte versim and systm configuratio, and dick Download
3. Unzip 2 archivesiione folder and atkthe exe file.
4. Confgurethe database and defina usemame andpassvord.

Thesevaueswill be used further for configuration.

5. To improve work with databasdpwnloadOracle SQDeveloperat
http://www.oracle.com/technetworkideweloper-tools/sql-developer/overview/index.html

In this section, as an exampl®rade SQL Deloper 3.22is used.
6. Start OracleWorkbench andtreate a connedbn or selectanexisting databaseconnecton.

' ™
Q New / Select Database Connection &

Copnection Name  My_connection?|
Usermname open
Password eeee

Saye Password

Orade  Access

Connection Type |Basic v Role |default ¥

Hostname locahost
Pot 1521
%) SIp openitest
Service name

OS Authentication Kerberos Authentication Proxy Connection

Status :

%

Save | Clear Test Connect | Cancel

=
|
"

Figure8: Ceating a conneiton tothe Oracledatabase

7. Enter userame and password was definel when instaling the database.

3.5 Setting Up OpenL Tablets W&udio with Installation
Wizard

This topic describes theepsthat must betaken after the first run of OpenlTablets WebStdio under Dmcat
or WebSmere ApplicatiorServer Formore irformation, see Install Open(Tablets WebSudio and OpenlL
TabletsRule Services on Wedphere Aplication ServerAccept the default options provided lihe wizardby
clickng Nex to moveto the next stepor changehe options asrequired and clickNextto proceed.

Proceed as follows:

1. IntheWelcome to OpenL Tablets WebStud Installation Wizardwindow, dick Start.
2. In the nextwindow, specifyaworking drectory for OpenL Thlets.
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By defalt, the following directoy is disphyed

${ user. home}/. openl

This folderis referiedto as<OPEN_HOME=>in the documentation.lt is highly recommendd not to usethe
system drive for that

3. ClckNextto proceed.
4. Secifydeployment and design repogories:

Connection typedor setting up design andleploymentrepositories

Type Descripton

Database Therepositoly is locaed in a ddabase insta#td either local or remote. ThRepository URLfield

(JDBC) displays URL for access to tregabase.

Database Therepository idocated ina databasenstalled éther localy or remotely. TheReposiory URL

(INDI) field displaydJRL fo accessngthe databae Configuration settingare located irconfiguration
files ofthe web server apptation.

AWS S3 The epository & bcatedin AmaonSimple Storage Sdace (AWS 93Adbucket is a logicalunit of

storage in AWSS3 ands globally wnique.Choosearegion for storage to reduce latency, costs et
AnAcceskeyanda Secret kg are needed taacaess storagelf empty, the systen will retrieve it
from one d the knownlocationsas described in AWS Documentatio Best Practicefor Managhg
AWS Acess KeysThelListener periodisthe intervalin whichto check repsitory charges in
seconds

Git The Git repository is a version control system. The Git repository can be configured as local or
remote. The URL field displays URLfor the remotely located Git repository or file path to the
repositay stored locally. The Local path identifies the folder where a Git repository local copy is
stored. For more information on connection settings, see [OpenL &blets WebStidio UserGuidg.
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If deploy configuration must be stored in a separataepositoly, not in Design repositoryhe Use Design
Repositorycheckbox must be cleared andrequired parameteraluesmust be provided.

The followiry tableexplains UR vdues a&wrding to the databae type:

URL value ecording to the databasdype
Database = UR_value

MySQL jdbc:mysql:  //[host][:port]/[schema]

MariaDB

Oracle jdb c:oracle:thin:@//[ host ]J[: port ]/ service

MS ®)L jdbc:sq Iser ver://[server Nane[ \ i nstanceName] [:po r]][; pr operty=value[;proper t
y=value]]

Postgre®L j dbc:postgresql://[ho st][:port] / [schema ]

For moe detailsabouthow to canfigure the repository ba specifidype, please refer to the correspding
subdapter bebw:
1 ConfiguringdOpenL Tablets WebStudi@a JDBCdhnection
1 Confiwring OpenL Tablets WebStudia JNDIConnection
1 Confguring OpenL Tablets WebStudita Amazon Simple Storagerdee
For nore information onrepository sectity, see[OpenlLTablets WebSudio UserGuidd, the Repository
Settings section.
5. ClickNext
6. Select auser modeas described in the followg tale:

User modes

Mode Descriptian

Demo This isa multi user mode with te list ofusers preéfined inthe defaultdatabase.The database
does notrequire additional setup Allchanges in the database Wil lost afer the application
restart.

Sinde-user Only the use curently loggel on to the compute can work with the OpenL Tabletg®ebStudio.
For nore information on the singleiser mode, se¢OpenlL Tablets WebStudio UsdBuidd.

Multi-user Multiple users camrun OpenL Tablet8/ebSudio with their unigue namesWebStudio isised to

(recommended) authenticateand manage userredentials/permissonswith External database.

Active Direcbry  Multiple users can run Openlablets Welstudo ushg their unique user names. &ive Directory
will be usedo authentcate and manage user credentials.

SSO: &S Multiple userscan run OpenIalets WebStudiousing their unique user names.AS (Centria
Authentication Service) serveriibe usal to authenticate and maage user creddials.

SSO: SAML Multiple users can rm OpenL Tablets WebStudio usingithunique user namesSAL (Security
Asertion Markup Laguege) supporting Identity Proder serve will beusedto authenticate and
manage uer aedentials

ForActive Directory, SSO: CASSO: SAMluser males proceedhs described ifntegration with External

Identity Providers

7. If Multi -user, Active Drectory, SSOCASor SSO: SAMInaode is seleted, in the Configure databasearea
that appears modifythe datatase parametesas follows
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Database parameters

Parareter Descriptbn
Database URL Enter the URL fotthe sdected database.

Login/ Password  Username ad password specified fahe datebaseas ddined in Configurirg External er
Database

8. ClickFinishto complete setup.

As a reult, for the Demo, Multi-user, Active Dredory, SSO: CAShd SSOSAMLModes, thelogin screen
appears for engring usef) Zedddtialsto startworking withOpenL Tablets WebStudibthe openl.home
registry variable is defined, upon OpenL Tablets WebStudipdate, after replacing the war file, re-running
installation wizard is nhot required asthe fact of configuration is recorded in the system registry. However, if
there are multiple instances of OpenL Tablets WebStuditstalled on the same computer, OpenL Tablets
WebStudiomust be run via system properties.

For alist of userspredefined inthe Demoapplication mode, see[OpenL Tables WebStudio User @de], Use
Managemait > Manage Users.

Configuing OpenL Tablets WebStudvma JDBonnection

Configuredesign anddeployment repositoriessettings on the secand step ofOpenL Talet WebStudio
installation wizardhs follows

1. SelectJIBCas the typeof the connectian database(JDBC).

2. Provde URLand auttentication data.

If the Deployment repositoryis created inan OpenLTabletsversion older tha 520, the Versionin
deploymentnamecheckboxmustbe selected to enablebackwad compatbility.
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Deployment Repositories

Deployment storages of deployed rule projects where solution applications use them.

Name: * Deployment

Type: * Database (JDBC) B
URL: * jdbc:oracle:thin: @localhost:1521:orcl
Secure connection: vl

Login: OPENL

Password: escoe

]

Version in deployment name:

Create Deployment Repository = Connect To Deployment Repository

Figure9: Settingup a JDBS conngon usirg the installation wizad

Configuing OpenL Tablets WebStudvma NDICGonnedion

To cafigure theOpenL Tabletg/ebStudiovia JNDI conection, perfam the followingsteps:

I Confguring Resurces for INDI Context
9 ConfigurindgSettings irOpenL Tablets WebStudo

ConfiguringResources for JBI Context
Resourcesettingsmust be cafiguredbefore deplgjing the application.Proeed asfollows:

1. Openthe\ conf\ contextxml  file in ApacheTomcatand addthe Resourc e tag as @scribedm the following
examples.

For theOracledatabase an example issfollows:

<Resource na me=0jdbc/oracled NO 6 auth =0Container 0
type= oOjavax.s gl . Data Source 0 username =ouser 0 password= Opassword 0O
driv erClassName= oorac le.jdbc.Or  acleDriver 0
url= ojdbc: oracle:thi n:@localhost  :1521:orcl 0o
maxAct ive= 080
/>
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Fa the MySQLdataba®, an example is as follasy

<Resource name=0jdbc / mysqglJNDI & auth= 0Contai ner 0 type= Ojavax.sql .DataSource o0
maxActive =01000 maxldl e=06300 maxWié= 010000 0
username= Ojavau ser 0 pass word= 0javadude 0

driverClassNam e=0com.mysql.jdbc.Dri ver o

url= 0j dbc:mys ql://I  ocalhost:3  306/j avatest 0
/>

Fa the MSSQLdatabase an exkample isas follows

<Resource n ame=0jdbc/ mssqlJNDI 0 auth= 0Container 0
typ e=o0javax. sql.DataSource 0 username= owall yo password =owally o
driverClassName =0com.microso ft.sqlserv er.jd bc.SQLServerDriver 0

url="0j dbc:sqlserver://l ocalhost;D atabaseNam e=mytest;Sele ct Method=cur sor; 0
maxActive= 080
/>

Fa the PostrgeQL database, amxample sas follows
<Resource name=dgrdb d/upch&dnt ai ner 0
type=oj.sqgM.BataS ourceodorname=0pospasesawvdPdsédwor dilo

driverClassN ame =0 oobsgt.gor esql . Dri vero
ur | =0 j :@ bstgresql:// | ocalhost:5432/p ost gr eso
mxActi ve=080

/>

2. Sawethe contextxm | file.

ConfiguringSetti ngsin OpenL Tablets WebStudio

Gonfigure designand deploymentrepositoriessettingson the second stp of OpenL Tablets WebStudio

instalation wizard as follows:

1. SelectNDlas thetype of the connection datbase.

2. Enter aURLn thejava:co mpenvi<reso urce name> format.
Definition of theauthentication data, that is, login andpassword, isnot required in the installation wizad
because ths informdion is set incontextx  ml file aready.

3. Ifthe Deployment r@ository was createdn anOpenLversion olde than 5.2, theOK SO 6 2 E G+ SNE
deploymentnaY S mustbe checkedto enabk backwad compatibiity
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Deployment Repositories

Deployment storages of deployed rule projects where solution applications use them.

Name: * Deployment
Type: * Database (JNDI) B
URL: * java:comp/env/jdbc/deploymentDB

Secure connection: (]

Version in deployment name: ||

Create Deployment Repository  Connect To Deployment Repository

Figurel0: Settirg up JNDI connection witlinstallation wizard

ConfiguringOpenL Tablets WebStudvma Amazon Simple Storadgervice

Gonfigure desgnanddeploymentrepositaiessettings on the second step abpenL Tablets WebStudio
installation wizardas follows:

1. SelectAWS S3as thetype of connetion.

2. Speify the following information

AWS S®arameters

Paameter Descripton
Bucke t name Enterthe name of the bucket invhich yourdata restles
Region name Select he name ofthe AWS egion in which yor bucketresides.
Access key Ente your Amaon AWS aess key.
Secret key Enteryour AmazonAWSsecret acesskey.
(Liste)n er period The ime, in seconds, to waitdr the Amaon serverto respond.
sec
Version in Selectthe Version indeploymert name checkboxfor backward compatbility if the

deploymentn ame  deployment repositorys created inan OpenLTablets version oldetthan 5.2.

3.6 Integraton with Externaldentity Providers

To enhancesign i options for usersa third-party autrentication can be esblished letween or@nizaton
authentication systensand OpenlTablets WebStudio After enabling third-party authenticaton, userscansign
into OpenLTablets using their organizaional cradentials.

The following topics are included in this section:
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Local vs. External User Managemte
Configuring Authentication viActive Diectory
Configuring Single Sign On via CAS
Configuring Single Sigm@®ia SAM Server

= =4 -4 -9

Local vs. Extenal User Management

OpenL Tablets WebStudb allows selecting where user pemissiors are managed irthe case of integation with
external identity providers. The following aphsare available:

9 local user managemaet
An administrator cancreate ary groups and managauthenticded user permissios inOpenlL Tablets
WebSudio.

1 external uer managemen
User groupsare managd n Active Diectory or SSOConfigure OpenlTablets groupsequal toActive
Directory or SS@roupsin step 4 ofthe installaion wizard ToconfigureOpenLTablets groups proceed as
describedn [OpenL Takets WebStudio User GuifldManaging Groupsection.

For any of these options, first, initial users must be defined in the Configure intial userssection that appearsn
the third stepof the instadlation wizard Proceed as follows:

1. Provide at leasbne userto be grantedadministration privileges inthe Administratorsfield.
2. Seled the All authenticated uses have View accesheckboxto grantviewer privileges by default.

Configure initial users:

&dd comma separated users with administrator privileges and make a decision if a new users will have View Access
to WebStudio

Administrators: * openlidmin

All authenticated users have View access ¥

Figurell: Gonfiguringinitial users

Gonfiguring Authentication via Active Directory
Thissection explairs how to set u@uthentication via Active Directoryroceed as follows:
1. Seekctlocal usermanagementor External user maagement

The stepsequired for this configuraion are desaibed in Local vs.External User Margement.

2. SpecifyActiveDirectorydomainand urL.

3. To verify connecionto Active Directoryenter credentials of the existirg Active Direcbry user ar click
Che& Cannection.
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Active Directory URL: ™

Login:

Password:

Configure Active Directory:
3 an Active Directory to use for managing users in OpenlL Tablets WebStudio.

:
p
se contact your System Administrator for this information if necessary.

Active Directory doemain: *

Login and Password are used to ¢

apserver com

Kap:ifdapsener 326

[

herk Fonner
TR LK

hey will not be saved anywhere.

openlidmin

srsmERERY

Check connection

Fgure 12: Configuringauthentication via Active Directory

Gonfigurationalsocan ke deinedvia popertiesasfollows:

security.ad.dom ai n=ldap server .com
security.a  d.server -url =Id ap:// Idap server :3268
securi ty.a d.grou ps-are - mamaged-in - stud i o=false

security.ad.default - gr oup=Vi ewers
security.ad.search -filter  =(&(objectClass=user)(userPrinci palNa me={0}))
security.ad.group - filter  =(&(objectClas s=group)(member:1.2.840.113556 .1.4.1941:={2}) )

Gonfiguring Sngle Sign @ via CAS

This sectbn explainshow to st up authentication viaCAS Proceed as follows:

1. Sdect Local user managemenbr Exterral user management.

The stepsequiredfor this confguration are described iocal vs. Extenal UseiManagement.

2. Define the followirg parameters:

CASonfiguration parameters

Parameter Desciption

WebStudio server URL foiOpenL Tablets WebStudbo.

URL

CAS sever URL URL for theselected CAS server.

Attribut e for First CASattribute for the first name. Keepit blank if the CAS arver does not return this
Name attribute.

Attribute for Second CASattribute for the second name. Keep itblankif the CAS seter does not return this
Name attribute.

Attrib ute for Groups

CASattribute for groups Keep itblank if the CAS ®rver does not return this attribute
Appliable for Local user managenent only.

No te: Contact CAS serv er administrator for attrib ute names information.
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Configure CAS:

Set up a CAS to use for managing users in Openl Tablets WebStudio.
Please contact your System Administrator for this information if necessary.

WebStudio server URL: * https:iocalhost: 5443/ webstudic
CAS server url; * hitps./icasserver 844 3/cas
Attribute for First Name: givenMame

Attribute for Second Name: secondMame

Attribute for Groups: © userEnoup

Figue 13: Configumg CAS

Gonfiguring Sngle Sign Orvia SAM. Server

Thissection explans how to set up authentetion viathe SAMLserver. Proceed asfollows:

1. Selectiocal user managemenbr External user management

The stepsequiredfor this configuratiorare descriled in Local vs. External User Manageme

2. Ddfinethefollowing mrameters:

SAML configuration parameters

Parameter

Description

WebStudio server
URL

URL forOpenL Tablets WebStudio.

Metadata trust Identifier that is set by default to true for verifying metadata signature. When metadatais na
check signed, the value must be set to false to disable verification.

Max Maximum timebetweenuser authenticationand processing of m authentication statemer.
authentication age  The value isin seconds.

SAML srver URLof the metadata XML file of thddentity Provider.

metadata URL

Reyuesttimeout

Time, in milisecords, b wait for the metadata serveto respond

SAMLremote
server X509
certificate

PEM Base-64 encaled string which contais a public key for SAML IDR&e. The begin and
end tags are not required.

Authentication

Comma sparated list of authatication contextghat IDP is allowedb use when

Contexts authenticaing a user.This value can be left blank.
Local logout Identifier that can be set to true for local Iayout, loggirg out only from OpenL Tablets
WebStudiq or falsefor glabal logout, logging ou from al services using thi®P.

Attribute for SAVL attributefor auserrame. Kee it blankif SAVIL serve does not return this attribute, or if
Username defaultalgorithm for username retrieval must be used.
Attribute for First ~ SAML attribute for the first name. Keep itblankif SAM. serveidoes not return this attribute.
Name

© 20042021 OpenL Tablets

OpenL Tablets.24 Page31of 61



OpenL Tablets InstallatidgBuide

Install OpenL Tablets WebStudio under Apache Tomcat

SAML configuration parameters

Parameter Description

Attrib ute for SAMlattribute for second name. Keep it blankif SAML servedoes not return this attribute.
SecondName

Attribute for SAML dribute for groups.Keep itblankif the SAML sever does not return this attibute. This
Groups parameter is applicabk to external user manajement only.

Isload-balancer or
reverseproxy
used in front of
the local
application

Identifier that must be set to true if load-balancer or reversg@roxy are used in front of the
OpenL Tablets WebStudio instanceerver

Scheme of the
load-balancer

Schemeof the loadbalancer serverThe values are http or https.

Server name b
load balance
server

Server name of theohd balancer.

Port of the load
balancer

Pot of the loadbalarcer.

Include pat to the
requestURL

Identifier that, if set to true, denotes whether the port will be used in construction of load
balancer requestUR

Context path of
the load balancer

Context path of he loadbalancer The value mug be started with slash.
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Configure SAML:

Set up SAML to use for managing users in Openl Tablets WebStudio.
Flease contact yvour System Administrator for this information if necessary.

WebStudio server URL: * http://localhost: 8080/ webstudio
Metadata trust chech: [+

Maw authentication age in secands: * 7200

SAML server metadata url; * http://localhost:9080/idp-meta.xml
Request timeout; * 15000

SAML remote server X509 certificate (PFEM baseg4 encoded format,
begin/end tags are NOT needed); *

Authentication Contexts: ac:classes:PasswordProtectedTransport
Local logout ]

Attribute for Username: p:ffexample.com/identity/claims/name
Attribute for First Name: wample.com/identity/claims/givenname
Attribute for Second Name: fexample.com/identity/claims/surname
Attribute for Groups: iewample.com/fidentity/claims/aroups
Iz load-balancer or reverse-proxy in front of the local application

Scheme of load balancer server(http ar https): * http=

Server name of load balancer server(e.q. app.abcd.com): * example.com

Port of the load balancer server(e.q. 443): * 443

When true serverPort will be used in construction of LE requestURL: ]

Context path of the Load Balancer(must be starting with slash, e.q.
."r:]: E S )

Figurel4: Gonfiguring SAIL

The followingtopics describe SAML configuration:
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1 Configuring SAMan Apache Tomcatith Load Balancer
1 ConfigurindlSAMLon Azure Kubernetes

Gonfiguring SAML on Apache Tomcat with Load Balancer

If OpenL Tablets WebSudio instance is deployed on Tomcat and load balancer in front of the application, add
the following lines to the Tomcat / conf/ server.xml file:

<Valve ¢ la ssName="org.apache.catalina.v alves.Rem otel pValve "
in te rnal Proxies=".*"
protocolHeader= "X - Forwarded - Proto"

httpsServerPort="443"
/>

Gonfiguring SAML on Azure Kubernetes
SAML configuration on Azure Kubernetes includes the following steps:

1 If the OpenL Tablets WebSudio Docker image is deployed on Azure Kubernetes, set the parameterson the
Azure Basic SAML configuration asfollows:
Azure SAML configuration parameters

Paraneter Desciption

Identifier (Entity ID)  Audience of the SAML response for IDP-initiated SSO.
Example: https.//example.com/ openl/ webstudio/ saml/ metadata

Reply URL Destination in the SAML response for IDP-initiated SO.
Example: https.// example.com/openl/webstudio/ saml/ SO
Logout URL Called URLfor the logout operation.

Example: https.//example.com/ openl/ webstudio/ saml/ SngleLogout

URLs must be accessible by Azure.

1 To specify the Azure metadata URL in the OpenL Tablets WebSudio, search for App Federation Metadata
URLin the Azure SAML Sgning certificate.
Username, first name, last name, group, and other attributes canalso be retrieved from App Federation
Metadata XML

1 Build the image with the required JDBCdriver.
OpenL Tablets WebSudio storesinformation about users and their groupsin the database, so there must be
aremote database server when OpenL Tablets WebSudio is used in Kubernetes.

1 Predefine groupsif OpenL Tablets WebSudio catchesgroups from the metadata XML by groupattribute
property and external group management is selected.

For example, use the following command to add a group from Active Directory to the database:

ins ert into openl_groups( groupna me, descript  ion) VALUES (<name_o f _gr oup_in_ ad>,
<description>);

This query adds a group to OpenL Tablets WebSudio. After that, to add authorities to this group, use one of
the following approaches:

1 Use default groups from OpenL Tablets WebSudio and create dink to them as follows:

ins ert into openl_ gr oup2group(groupid, in cludedgroupid) VALUES (<created_gro up_id>,
<existing_group_in_openl_with_author ities>);

1 Gve adefined auhority directly tothe created groyp asfollows:

inser tinto openl_group_authorities(groupid ,au thorit y)VALU ES (<created_group _i d>,
<existing_authority_id>);

© 20042021 OpenL Tablets
OpenL Tablets.24 Page34of 61


https://example.com/openl/webstudio/saml/SSO
https://example.com/openl/webstudio/saml/SingleLogout

OpenL Tablets InstallatidgBuide Install OpenL Tablets WebStudio under Apache Tomcat

In Kubernetes, application configuration is described in the configuration map and installer must notbe used.
For an example of the configuration, see AppendixB: OpenL Tablets WebSudio ImageCGonfiguration for SAML

3.7 QGonfiguring Microsoft Excd Settingsfor Apache Tomcat

The Open in Excefunctionality doesnot work under the default gttings if Apache Tmcat is installed on
Windows usingVindows Senice Instalker as desribedin Instdling Apacle Tancat Lsing Windows $rvice
Installer. Thiscase require a user to rake severbconiguration changes.

To change DCOMConfigettings for Excelproceed as fdbws:

1. Runthedcomconfi g.exe utility using alministrator credentals:

Sart > dcontnfg.exe

The Component Serviceswindow appears.
2. InCorsole Root seled¢ Component 8rvices >Compuers> My Compter > DCOMConfig
3. Navigde to the Microsoft Exel Applicatbn at the right.

If Microsoft Excel Aplication isnot availableunder DCOMConfigettings, an the 64 bt system with32 bit
Office, selet Start > Run rmc-32 > File> Add/Renove Smap-iy X B / 2 Beddas$ ¥dil > OK
Console Root > Compent Services> Computers >My Compuer > DCOM Coid > Microsoft Excel
Application.

4. Right clik Microsoft Ex@l Apgdication andin the dropdown menuy selectPropertes.
5. In theMicrosoft Excel Application window, clickthe Identity tab.

6. SelectThis user

7. Qick OKto complete.
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*. Component Services

. File Action View Window H

o= 2EXD I H]
> Mex2Setup Class ]

MaodMdeOutputProfile Which user account do you want to use to run this application?

MeetingloinAxOC
MFCongestionController

Microsoft Excel Application Properties @

| General I Location I Security I Endpoints | Identity |

Bppli

hs
(@) The interactive user.

MhegVhM

Microsoft Audic Device C _) The launching user.

Microsoft Block Level Bac

Microsoft Excel Applicatic ~) This user.

Microsoft IMAPL Bonee

m

Microsoft Qutlook
Microsoft PowerPoint Ap
Microsoft TEC Server
Microsoft Volume Shado
Microsoft WBEM Active S
Microsoft WBEM Unsecw
Microsoft Windows Defer
Microsoft Windows Font
Microsoft Windows Remu

The system account (services only).

Microsoft Windows Remi
Microsoft Windows WS5MM
Microsoft Windows W5SM
Microsoft WMI Provider £
Microsoft WMI Provider £
Microsoft Word 97 - 2003
MMC Application Class

MSDAINITIALIZE - oKk ][ cancel | [ Apply
4 1 2

Leam more about setting these properties.

e O L O I O 0 I 0 0 O O 0 O I I

FHgure 15: Microsoft Excehpplication properties

3.8 OpenlLTablets WebSudio Custonuzation

This sectiomescribesadditional configuation for OpenLTabkts WebStudi@and includes the fobbwing topics:

1 Updating User Dmbase Mnfiguration

1 Corfiguring UseMode

1 Cafiguring Google Analytie

1 Confiaring Privae Key forRepository Segity

Updating User Databasé&onfiguration

User databag settings such as conaction, login andpassworddata, are modified ughgthe
<OPENL_HDME#system - setting s/ db.properties file.

An example of the cdilgurationthat can beused for the userdataba is asfollows:

db.hibernate  .d ialect = org.hi bernate.dia le ct.MySQL Dial ect
db.dri ver = com.mysql.jdbc . Driver

db.url = jdbc:mysql:/ /localhost :3306/ openl

db.user =ope nl_u ser

db.password = openl_password

Configuring User Mbde

Normally, user male in OpenL Taéts WebStudiois set tomulti-userby usingOpenL Tablet WebStudo
InstallationWizardas describedh Seting Up OpenL Tabis WebStudio with Istallation Wizard
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User modecan dso be changed as a YM option for Dmcda. For that, open theApache Tomcat Propeies
dialogas desctved in Instaling Apache Toroat UsingVindows Sevice Installerand in the Java @tions text
box, add tte followingline:

- Duser . made=mul ti

Note: User nodeset as a Jaa option taka precedence ovethe correponding vdue specifiedin the OpenL Tablets
WebStudio Insthation Wizad. If both are ddfined, the Javaoption valueis used.

Configuring Google Aalytics

Goajle Analyticsis a sevice offered ly Goode that generates detailedtatisticsabout website traffic and traffic
sources Toconfigure Googt Analytics for Openl.open the Apache TomcaPropertiesdialogas desched in
Installing Apche Tomcat Using Winds Servicenstaller and in the Java Optiongext box, addthe following
lines

- Dwebstudio.a nalytics=nu  mber

Alternatively,configure Google Analigs for OpenL ithe config.p roperties  file locatedin\ WEBINF\ conf \
as follows:

webstudio.analytics=numbe r

number isanumber provided byGoogleduringregigration.

Canfiguring Priate Key for Repasory Secuity

OpenL Tabletg/ebStudicallows canecting o secured repdsories.In this cae, passwords are storeith OpenL
TabletsWebStudio wokspace. To impros passwordgrotection, aprivate key can be used.

Private keyis a speial secure entence fa coding and encoding repsitory passwords. B default, the private
key is emptylt can beset up asa JVM optiondr Tomca by adling and spetyingthe value d the following
parameter:

reposito  ry.encode.decode.key
The private kg mustbe speified without Paces.

Note: The pivate key must be aafigured prior to creaihg any sected connecions. Othawise, all stoed passwords
become invalid

Toenable private key usader passwad encoding, nodify therepository . encode.decode.k ey property in
the {TOMCAT_H®IE)\ webapps{APP_NAME}\ VEB- INF\ conf \ sys t em.properties  file. Bydefault, far OpenL
Talets Rule Services, thiproperty is empty, and for OpaLTablets WebStudio, it coains theThisis the key
for password secur phrase.
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4 DeployOpenLTabkts Rule Sewices under Apache
Tomcat

Thischapter is deigned for rule developerwto needto use bisinessrules asseparateweb rvices.

Formore informatbn on how to configure OpdriTabletsRule Services, se [OpenLTablets Rule Sevices Usage
and Cusbmization Guid].

Before deployingOpenL Tablets Rule Servicesler Apacle Tomca, ensurethe following tasksare performed:

1 TheJava_HomMenvronmert variable is setto the pathnane of the directory whereJDK is instkdd.
1 JVM options are gaip asdescrited in Ingalling Ap&he Tomcat

The blder where Tomat is installeds referred to aTOMCAT_HOME
This section containsthe followingtopics:

1 Downbading Preconfigured Op@&L TabletfRule Servces

1 Configumg OpenL Tablets Rule Services for a Local Data Source
1 Configuring OpenL Tablets Rule Services fatadase Data Source
9 Configuring OpenL Tablets Rule Servit@$ 1T Connection

4.1 Downlcading PrecorfiguredOpenL Tablets Rule Services

To downbad the preconfiguredOpenL Tablets Rule Servieggplication in a R fie, proceed as follows:

1. Locae http://openl-tablets.orgdownloads
2. Click the apprpriate OpenL Tablets Rule SieesWAR ihk.
3. Save the WAR file thé <TOMCAT_HOMEwebapps directory.

4.2 Cafiguring OpenL Tablets Rule Servi¢esa Local Data
Source

Thissedion describes how to configae setingsfor alocal storage with deployed progctsthere. The followng
topicsare included:

1 Configuring OpenL Tablets Rule Services via Local File System
1 Configuring OpenL Tablets Rule Serwtias.ocal ZIP Archives
I Configuring OpenL Tablets Rule Smwivia Classpath JAR

Gonfiguring OpenL Tablets Rule Services via Local Hle System

Udng a filesystem as data sourcedr user pojects meanghat projects are stored in a kal folder. This folder
representamulti deployments containing one or multiple projects for each deployment. Eachdeployment must
be represented as a separate folder and, at the same time, the project must also be represened as a sepiate
folder inside the deployment folder.

To deploy OpenL Tablets Rule Servicemnfigure alocal fie system as data sourceas follows
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4. Openthe WEBINF\ cla sses \ applica tio n.prop ertie s file.

5. Set the following properties with thefollowing valies

pr oduction -r epository.fac tory= repo-file
production - repo sitory .uri =d :/datasource/

Note: For proper pasing of Java propéies filg the pathto the foldermust be defined wh aslasho Wastd)folders
delimiter. Bag a f\dismd¢t aldwed.
6. Save the rule projean the gpropriate dat asource folder.

Every rule projectmust be represented as a sapée folder. As an emple,use OpenL ablets Tutorial
available at http://o penttablets.org/documentdon/tutor ials

7. Torun Tomcat, irkTOMCATHOME\ bin, clickthe startup.bat file.

To ensue the deployment isucceshul, try loading the appropiate CXFpage withweb senices.
An exanple ishtt p:/llocalh  ost: 8080/openl - tablets - ws- X.X.X .

Note: The Tomcatog filecontains dJRL thaimust be used to ruthe OpenL Tablets Rule ServicBx afile sysem data
source the URImustresemblehttp://loc alhost:8080 / <ws war file name>/<rul e project
url >?wsdl , where<rul e project url > can betakenfromthe Tomcatlogfile.

Users can alg pack their rule projectsin aj ar file and ug this fle asa datasource as desibed in[OpenL
Tablets Rule ServcesUsage andCuwstomization Guide], JAR Fe DataSourcesection

Gonfiguring OpenL Tablets Rule Services via Local ZIP Archives

Usngalocal zip archive asa data sourcedr user prgects meanghat zipped projects are steed in a Iacalfolder.
This folder representaule project or deployment as a separate zip archive:

1 Eachdependent rule projects must be represented as a deployment Zip archive and each project mustbein
aseparate foldeinside the deployment archive.
1 Eachindependentrule project must be represented as a separate zip archive.

To ®t uplocal zip archivesfor deployment to OpenL Tablets Rule Servicp®ceed as follows

1. Openthe WEBINF\ cla sses \ applica tion.propertie s file.

2. Set the followingproperties with thefollowingvalues
production - repo sit ory.factory = repo-zip
produ ct i on- repo sitory.uri = d:/dat asource

3. Save theipped rule projedsin the gpropriate dat asource folder.

Evey rule projectmust be represented as a sapée archive. Asan example,use OpenlTabletstutorial
availade athttp://o penktablets.org/documentton/tutor ials

It isalso possible to configure separate zp archivesfrom different locations. For that, set up the production
repositor y. ar chi ves property and define theexact address to thezip archive. Use the comma 6,€ separator to
configure multiple archives. An example isasfollows:

production -repositor y.archives = d:/ dat asource / projectl.zip, c: folder/project2. zip

Gonfiguring OpenL Tablets Rule Services via Qasspath JAR

If rule projects with the ules.xml  project descriptoiin the archive root or deploymentswith the
depl oyrment . xm Or depl oyment . yani deployment descriptor in the archive root are packed into a JAR file and
placed in theclasspath , these prgects are deployedt the application laurtt. It is default configuration.

To ®t upaclasspath JARfor deploy to OpenL Tablets Rule Servicp®ceed as follows
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1. Openthe WEBINF\ cla sse s\ applica tion.propertie s file.
Set the following properties with thefollowing valies
production -repo sit ory.fact ory = repo-jar
3. Put the JAR file with the project {&TOMCAT_KDME»webapps\ <rule servic  es file name> \ WEBINF\lib .

Alternatively, zip archives with deploymentsor rule projects can be saved to\ <TOMCAT_HOMEwebapps\ <rule
servic esfile name> \ WEBINF\ cl asses\ openl .

4.3 (QonfiguringOpenL Tablets Rule Servitesa Databae
Data Source

Thissedion describes how to configae setings to cmnect toa database fa storing deployed progctsthere.
Such onfiguraion requires that the appropriate databaseexists an is hunched.The followng topcsare
included:

1 ConfigumgOpenL Talets Rule Servics via JDBGonnection
1 Confiwuring OpenL Tablets Rukervices via JNDI Connection
T Confguring enL TabletsRule Services via AWS S3 Conratti

Before cofiguration, adl the appraopriate driver library br adataba® in OpenL Tablets Rule Servites WEB
INF\1ib \ . Alternatively,locate required librariesdirectly in\ <TOMCAT_HOME#b with other Toncat libraiies
Install the databasegdefining alogin and mssword andtreatinga newschema or sende.

Formoreinformation ondrivers see tie Driver name for @propriate databasedable in Addng Drivers and
Instaling and Configuing the Database

Gonfiguring OpenL Tablets Rule Servicaa JDBCbnnection
To £t upJDBC camedion settingsfor OpenL Tablets Rule Servicp®ceed as follws:

1. Openthe WB- | NF\ classes \ applica tion.propert  ies file.

2. Sd the following properties withthe followingvalues:

production - repository.fact ory= repo-jdbc
production - repository  .uri =j dbc:mysql:/ /I ocal host/de ploymen t-re posi to ry

3. Setthe URL valu®r producti  on-repositor  y. uri accordingo the appropride databaseasdescribel in
the URL vale accading to thedatabase type table inSetting UgOpenL Thlets WebSidio with Indallation
Wizard.

4. Sdthe loginprodu ction -reposi tor y.login  and passwordorod ucti on-repositor  y.password  for
connectbn to the databas definedwhile ingalling thedatabase.

The passwordnust be encodedriathe Base64 encddg schena whenrep ositor y.encod e.decod e. key IS
alsodefined.

Configuing OpenL &blets Rule Savices via JNDConnection

Thissection desdbes howto configure JNDconnection whenOpenL Talets Rule Servicds garted under
Apache Tomat. Before confguration, ensure thatresources ag €t up hthe contextxm | file as describdin
Configuing Resoucesfor JNDI Context

ToconfigureOpenL Tablets Rule Servie#gsINDI conneatin, proceedasfollows:
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1. Openthe WEBINF\ cla sses \ applica tion.propertie s file.

Set the following properties with thefollowing valies
production -repo sit ory.factory = repo-j ndi
produ ct io n- repo sitory.uri = ja va:comp/env/ jdbc/depl oymentDB

3. Changeahe URLvalue forproduction -repo sitory. uri acordingto the appropiate databaseas describd
in the URL valueacmording to the databasetype table inSetting Up Operl. Tablets Web8tio with
Installation Wizad.

Note: Logh and passwordre notrequired for definition insidethe appli cation.pro  pert ies file while
configuring JNDeettings.

GonfiguringOpenL Tablets Rule Servicaa AWS S3 Connéon

Thissectbn describes ha to configurean AWS S8omection when (oenl BbletsRule Senices is sarted
under A@che Tomcat.

To conigure OpenL Tiaets Rule Servces viean AWS 8 connection, proceeds follovs:

1. Build acustanized version bOpenL TabletBule Seniceswith dependerties on
*org. openl.rules.repo sitory.aws v5.20.54 *:

Create a pom.xmilé with the following contentfor this:

<?xmlversi on="1.0 "encod in g="UTF-8"?>
<pro jec txmins="h ttp: //maven.apache.org/P OM/4.0. 0"
xml ns:x si="ht tp://www.w3.0rg /20 01/XMLSchema inst ance"
xsi:schemalocati  on="http://mav en.apache. or g/ PQV/4.0.0 http://maven.apac he.org/m aven -
v4_0_0.xs d">
<nmodelVersion>4.0.0</m odel Ver sion>
<groupld>com .ex ampe.openl</  grou pld>
<artifactld >webser vi ce- aws</ artifa ctld>
<pack agi ng>war< /p ackaging >
<version>1.0 - bet a</version>

<proper ti es>

<project.build.so urceEnco ding>UTF - 8</pr oject.buil d.sourceEncoding>
<org.ope nl .v ersion> #Define OpenL Tabl ets version here#</or g.openl.ve rsio n>
</properties>

<dependencie s>
<dependenc y>
<grou pld>org . openlrul es</g ro upld>
<ar tifac tld>org.o  penl.rules.repository.aws< /artifactl d>
<version>${org.o penl.v ersion}</ve rsio n>
</depe ndency>

<dependency>
<group Id >org.ope nl.rules</group ld>
<art ifactld >org .openl .rule s. ruleservice. ws</ar tif actld >
<type>war</type>
<versi on>${org.0 penl.version}</ve rsi on>

</ dependency>
</dep endencies>
<dependencyManageme nt>
<dependenci es>
<dependency >
<groupl d>com.f asterxml.jac kson.c ore </gro upld>
<artifactld>j ackson - dat abin d</artifac  tld>
<version>2. 11. 4</v ersion>
</depen dency>
<depe ndency>
<groupld>com.f ast erxmljac kson.cor e</grou pld>
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<artifac  tld >ja ckson - annotations </artifactld>
<versi on>2. 11. 4</vers ion>

</d ependency >

<depen dency>
<groupld>commons - codec</ gr oupl d>
<artif act ld>commons- codec< /arti fa ctld >
<versio n>1.1 5</versio n>

</dependency>

</depen denci es>
</ dependency Management >
</ proj ect>

2. Addthe following propertiesto the application.properti es file:

produc ti on- repository.factory = repo- aws-s3
productio n- repository.b ucket - name = yourBucketName
produ ct ion -reposi tory .region -name =you rS3Region
production -rep osit ory.access -key=yo urAccessKe y
produ ction -repo si tory. secret -key=yo ur Secretkey

4.4 Configuring OpenL Tablets Rule ServicesviaGI'T
Connection

To conigure OpenL Tialets Rule Servces viaa GIT connection, build a customized version of OpeiTablets Rule

Services with dependencies oty.openl.rules : org.o penl.rules.repository.git aswell:
1. Create a pom.xml 8lwiththe following contens:
<?xml version="1.0" encoding="UTF -8"?>
<project xmins="http ://ma ven.apache.org/POM/4.0.0"
xmlns:xsi="h  ttp://www.w3.0rg/2001/XMLSchema - instance”
xsi:schemalocation="http: /Imaven.apache.org/POM/4.0.0 http://maven.apache.org/mav en-
v4_0_0.xsd">

<modelVersi on>4.0.0</modelVersion>
<groupld>com.exampl e.openl</gro  upld>
<artifactld>webservice - git</artif actld>
<packaging>war</packaging>

<version>1.0 - beta</versio n>

<properties>
<project.build.sourceEncodi ng>UTF- 8</project.build.sourceE ncod ing>
<org.openl.version> #Def i ne OpenL Tabl ets versi on here#</or g.openl.version>

</prop erties>
<dependencies>

<dependency>
<groupl d>org.openl.rules</groupld>
<artifactld>org. openl. rules.repository.git</art ifactld>
<ve rsion>${org.openl.version}</version >

</depe ndency>
<dependency >
<groupld>org.openl.rules</groupld>
<artif actld>org.openl.rules.ruleservice.ws</artifactld>
<type>war</type>
<version>${org.openl .version}</version>
</depen dency >
</dep endencies>
<dependencyM anagement>
<dependencies>
<dependency>
<groupld>com.fasterxml.jackson.core</groupld>
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<artifactld>jacks on- databind</artifactld>
<version>2.1 1. 4</v ersio n>

</dependency>

<dependency>
<groupld>com.fasterxml.jack son.core </groupld>
<artifactld>jackson -annotatio ns</ar tifactld>
<version>2.1 1. 4</version>

</dependency>

<dependenc y>
<groupld >commons- codec</groupld>
<artifactld>common s- codec< /artifactld>
<version>1.1  5</version>
</dependency>
</dependencies>
</dependencyManagement>

</project>
2. Addthe following properties to theapplication  .properties  file:
production - repo sit ory.factory = repo-git
produ ct i on- repo sitory.uri = https://  gi t hub. com <your - name>/ <your - r epo>.git

produ ct io n-repo sitor y.login = your-login
produ ct io n-repo sitory. password = your - password
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5 InstallOpenL Tablets WebStudamd OpenL
Tablets Rule Services Web3here Applicaon
Server

This ®ction exphins how to instalDpenL Tablets WebStudind OpenL Tablets Rule ServieesWebSphee
Applicaion Server The following topics are inluded:

Prerequidies
Seting Up JVMOptions forWebShere Applicabn Server

Prepaing OpenL TabletsWAR Hes

Deploying OpenL @blets WebAppliationson WebSphere AmicationServer
Corfiguring Settigsfor JDBC Gmection

GonfiguringSetings forJNDI Conection

ConfiguringMicrosoft Excel Séhgs forWebSphere gplication &rver

= =4 =48 -4 4 -8 9

5.1 Prerquisites

Beforedeploying OpenlTablets WebStuio onWebSphere Apjication ServerlBM Web@here Applicaton
Server v8.50r later mustbe installed onthe ua S M&atnachine, orusersmustbe grantedaccesgo a
WebShere Application Servelinstance with logon that hasappropriate pemissions to onfigureJVM options

Formoreinformation an how to instdl IBM WebSphre Apglication ServerseeOracleonline documentaion,
sectim Installing and Configuring \@bShere 8.5 at
http://docs.oraclecom/cd/E2902 01/doc.9¥e23435/inst config was35_win.htm

IMPORTANTWhen ddining the $iared Resorce Directay during the instlation process the path to the
directory must be specified vthout spacesOtherwise, OpaL Tables WebStudidails.

5.2 Seting Up JVMOptionsfor WebJohere Applicéion
Seaver

To set up ¥YM options br WebSphere Apptation Sever, proceed as follows:

1. In WebSghere Application Server Consok, navigateto Serverd Serverypes WebSphereApplication
Servers
Theserverappearsn theright pane

2. Inthe right pane, tickthe server name

The dfault valueis serverl

Locde theSener Infrastiucture area and expnd the Java and Proess Managemat node.

Clck Processdefinition.

Inthe upper right partof the window, click the Java Virtial Machire link.

In the Initial heapsize text box, enter 256.

In the Maximum heap sizéext box,enter 1024

N o g Mw

© 20042021 OpenL Tablets
OpenL Tablets.24 Paget4of 61


http://docs.oracle.com/cd/E24902_01/doc.91/e23435/inst_config_was85_win.htm

OpenL Tablets InstallatidgBuide Install OpenL Tablets WebStudioch®@penL Tablets Rule Services on WebSphere Application Server

8. In the Generic JVMArgumerts, addthe followingline:

- XX+Use Paral [elOIdGC - XX:Per mSize=128m - XX:MaxPermSize =384M -
Dclient.encod ing.override=UT F-8

9. ClickOK

10. In the Messagewindowwhichappearsin the topof the form, dick Save diretly to the master
configuration to savechanges

11. Restat Web$here Appliation Serve.

5.3 PrepainngOpenlLTablets WAR Ias

This sectn desctbes how toconfigure Openablets VébSudio and OpenL Tablets Rule ServcesWAR files.
Proceed adollows:

1. Locatehttp://openl-tabletsorg/downloads

dick the appropiate OpenL Tablet8ARIlink.

Save the fiein a temporay folder.

Open thedownloadedWARfile as &lParchive.

Inthe \WEBINF\li b\ folder, remoe the following JARfiles:
9 jbosstransaction-api_1.2 speel.00.Final.jar

1 gemnimo-jta_1.1 specjar

6. Savehe WARfile.

o~ D

5.4 Deploying OpenL Tables Web Applicationson
WebSphereApplicaton Server

This section describeshow to deployOpenL Tablets WebStudimd OpenL Tablets Rule ServioesWebSphere
Applicaton Serveandincludesthe folowing topts:

1 Deploying Opendables WebStudo on WebSpkre Applicatio Serve
1 Deploying OpenDablets Rule Services on WelpBere AplicationServer

Deploying OpenL Tablets WebStiumlon WebSphere Applicabn Serve
TodeployOpenL Tablets WebStudim WelSphere Applidaon Sener, proceed as fows:

1. Inabrowser,enter the fdlowingURL
https?/localhost9043/ibm/console
Thisisadefaultport for local installatbn. TheWebSghere Apgication ServerConsoé window appeas.
2. Navigate toApplications/ Application Typed WebSphee enterprise applcations
3. Inthe tgp line tool kar, clickthe Instal button.
4. Inthe Pathto the new application area selectthe modified OpenL Tabletg/ebStudio WAR(ile.
The Localfile systemoption is sekcted bydefault
5. QickNex till Step 2.
6. Inthe3ep 2:Map modulesto serverspage,seled the ched box on the éft to the file name and lack Next
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7. Inthe Step 3: Map virtud hostsfor Web modules page, select the ckeckbox on tte left to the file nameand
clickNext

8. Inthe Step 4: Map ontext roots for Webmodulespagg, in the Context Roottext field, enter /webstudio
and clickNext.

9. Clik FAnishto complete.
10. Whenthe instllation processis complete, click theManage Applicatbnslink.
11. In the nextwindow, in the listof applications clickthe OpenL Tabletg/ebStudioWAR(ile link.
12. In the nex window, locate the Detail Properties areaandclick the Clasdoading and updte detectionlink.
13. In thenext window, select the fobbwing radio buttons:
9 Qasses laded wih local clas loader ifrst (parert last)
1 Shgle class loder for application
14. ClickOKto finish.
15. In thenext window, dck theSavedirectly to the master configuation link.
Nowthe OpenLTablets WebStudioapplicatio is ingalled andstarted. If not, start the appication
16. Run OperlTabets WebStdio by enterng http://localhost:9080/webstudio/ in abrowse.

TheWelcometo Operl Talkets WebStdio Installation Wizard window appearsallowingto set p the
application & neededFormore informationon the applicationsetup, seeCorfiguring External L
Databae, Sdting Up OenL Tablets Wel8dio with Installation Wiard and Operl Tablds WebStudio
Customizabn.

Deploying OpenL Tablets Rule Services WebSphee Apdication Srver

To deployOpenL Tablets Rule ServicesWebSphereApplication Servercomplete steps 1-16 described in
Deploying GrenL TabletsWebStudicon WebhShere Application Sever.

For moreinformation an configuringhe OpenL Tablets Rule Servisestings, see Deploy Openablets Rule
Sewices under Apachedmcat.

5.5 Cafiguring Sttings br DBCGConnecton

To configue OpenL Tablets WebStudio OpenL Tablets Rule Servigeepare wa filesas descriled in
Preparng OpenL Tablet8VAR Fileand then do o of the following:

 Configumg enlLTabletsWebStudiovia JDBConnection
I ConfigumgOperlTablds Rule ServeesviaJOBCGonnection

5.6 Configuringsettings forIND Gonnection

This sectiomescribes configuing JNDIlconrection settings andncludes the folowing tofcs:

9 Corfiguring Gobal JNDI Gdext
1 Configurim Local INBJontext

Gonfiguring Gobal NDIGontext

To canfigure globd JNDI settings, péarm the fdlowing actions
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1 Confguring Authentiation Data
i Defining aDBC Provider
1 Creatinga Daa Surce

Configuring Authetication Daa

Toconfigure authentication dat, proceed as follow:

1. Openthe https://localhost:9043/ibm/consolelogin page

2. SelectSearity ¢ Global> Authenticaion >Jawa Authentication and Authorization Senice.
3. QickJ2C athentication data.

4. Inthe window that apears, dickNew, fill in all mandatoy fields, and dick Ok and Save

Global security

Global security > JAAS - 12C authentication data > Mew...

Specifies a list of user identities and passwords for Javal(TM) 2 connector security to use,

General Properties

% Alias
[MyGraclez

#* User ID
[wLrHE oA

# Paszword

Description

spply || oK || Reset || Cancel |

Figurel6: Sdting up global securityn WebSphere

Defininga JCBCProvider

Todefine a JDB@rovider, proceed as follavs:

1. IntheResouces section on theleft panel clickJDBC mvidersandselectthe appropriae scope othe
current userand server.

= Scope: Cell=WLYNKOVANode0d1Cell, Node=VLYNKOVANodeD1l, Server=serverl

Scope specifies the level at which the resource definition is visible. For detailed information on what scope is and how
it works, see the scope settings help.

‘ Node=VLYNKOWVANcd=01, Server=serverl |E|

Figurel?7: Canfiguring sope for nev JIBC preider

2. ClickNew to create a provider.

3. Select tle requiredDatabasetype, for exampe, Orack, Provider type for example Oracle JDEC Drivey
Implementation type, for example, Comection pooldata sourcegenter the name and dick NexX.
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Create new JDBC provider

Set the baszic configuration valuez of a JDBC provider, which encapsulates the specific
vendor JDBC driver implernentation classes that are required to access the database, The
wizard fills in the narme and the description fields, but you can type different values,

Scope

|cells:VLYNKO‘JANDdEDlCEII:nndes WLrMEOVANodeDl  servers: serverl

% Databaze type

| Oracle

# Provider type
| Oracle JDBC Driver |E|

# Implermentation type
| Connection pool data source IZ|

# Mame
|Orac|e JDBC Driver2

Figure 18: Creating aDBC provier

Instdl OpenL Tablets WebStudio and OpenL Tablets Rule Services on WebSphere Application Server

4. Inthe next pagg, fill in the bcation to appropriate diver forthe Oracle database as dscribal in the

followingexample excluingthe nameof library itslf:

Directory location for "ojdbcs.jar” which is saved as WebSphere variable ${ORACLE_JDBC_DRIVER_PATH}

||::'1

Figurel9: Definirg the lo@tion of agpropriate catabase lib

5. ClckOkandHRnishonthe lag installation page.
6. ClickSaveto complete andsave provider.

Qreating a Data Source
To create a dataairce, procead as folbws:

1. InData ®urcesection sekct theappropriate sc@e ofthe current user and serer.

2. ClickNew.
3. Provide lasic daa saurce infomation, suchas dita souce name and JNDlame.

Scope

|ce||5 WLYMEOVANodeDl Cellinodes WLvHNKOVANode Ol servers i serverl |

4 Data zource name
|M','Orac|eD52

4 IJMDI name
|n:-rac|eJNDI

Figure20: Configuring adata source

4. ClickNext
5. SelectaJDBC provideand dick Next.
6. Define URLof the appropriate data userto connect ta

© 20042021 OpenL Tablets
OpenL Tablets.24

Paget8of 61



OpenL Tablets InstallatidgBuide Install OpenL Tablets WebStudio and OpenL Tablets Rule Services on WebSphere Application Server

An examte isjdbc.oracle:thin @locdhost:1321:orcl.

7. Ensue that the Use this data source incontainer manajed persistence (CMM@ption is cleaed and clck
Next.

8. Define authenticatiorsettings

Setup security aliases

Select the authentication values for this resource,

Component-rmanaged authentication alias
| WLFMESWANode 0l My Sracle2 |EI

Mapping-configuration alias

[mone)

Container-rmnanaged authentication alias
| VLYMEOWANadeD 1/ MyDracle 2 Izl

Mote: v¥ou can create a new 12C authentication alias by acceszsing one of the following
links., Clicking an a link will cancel the wizard and vour current wizard selections will be lost,

Global 12C authentication alias
Security dormains

Figure21: Configiring a data source

9. Clik NextandHRnish andthen save the ceatedconfiguation.
When theJNDlIconnectionis created and aved a usercan @nnectto the database where deployment
repository will be sbred. Thedatabase URLthat is,JNDhame must havea shat version of itwithout
prefixesjava: comp/ envijdoc/  becau it is configured as a gbal JNDI context

Deployment Repositories

Deployment storages of deployed rule projects where solution applications use them.

Name: * Deployment
Type: # Database (JNDI) B
URL: * oracleJNDI

Figure 22: Conrecting to the daibasein OpenL Tablets WebStudiia global JNDI cantext

To startOpenL Tablets WebStudim WebSphee, proceed a degribed inDeploying OpenLTallets WebStudio
on WebSyhere Application Sever.

To start OpenL Tablets Rule ServicesWebSplere, proceed aslescriled inDeploying Operi TabletsRule
Serviceson WebSpher Appli@ation Sever.
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# In case of DB via JNDI this property defines how to access 1t
production-repository.factory = org.openl.rules.repository.factories.IndiDBRepositoryFactory
production-repository.uri =oraclelNDI

Figue 23: Qonfiguration setings for OpenL @blets Rule Senices viaglobal NDI cotext

Configuring Local INDIContext

TypicallyEnerprise JavaBear{gE JBJloes not usethe globd nameto look up the data souwrewhile cnfiguring
JNDlonnectionin anenterprise apgication, sud asWebSphere. Insiad, EJBuses dogical JI®I nane tha is
mappedto the globalJNDI name fahe data souce.Proceed as follows:

1. Tomap alogcd INDihame b the gbbal JNDI data swce rame, declare a resairce referercein the
deployed gplication\ VEB- INF\ web.xm! file asfollows:

<r esource -ref >
<description>  Resource refe renceto af actor y for java .sql  </description>
<res -ref - nane>jdbc / JNDIName</res -ref - name>
<res -typ e>j avax.sgl.Dat aSource</res -type>
<res - auth >Containe r</res - auth>
</resou rc e-re f>

The vdue of the<res - r ef - nane> tag isalogical INDhame EJB @s tolook up he data source. The valwé
the <jnd i - name>tag isa globalname of the dataource to whichthe logical name isnapped.

2. When the resource referance settings are adst, save the file and repak the appiication.

3. Stat deployingOpenL Tablets WebStudio OpenL Tablets Rule Serviesskscriked inDeployng OpenlL
TabletsWebSudio on WelSphee Applicdion Serveysteps 15.

4. Inthe Map resource referenesto resources window, in the SetMultiple NDI Nameslist, slect Target
Resource JNDIName andclickNext.

Map resource references to resources

Each rescurce referengz that is defined in your application must be mapped to a rescurce.

Set Multiple JNDI Names ~ | Modify Resource Authentication Method... Extended Properties...

jdbc/DefaultE1BTimerDataSource
oracleDBE2

jdbc/IpbDB

DefaultDatasource

oracleINDI Rescurce . : ’

Target Resource JNDI Name Login configuration
Reference
Resource
authorization:
oracleINDI i
COpenl Web vis.war, WEB- idbe/oraclelNDI | Container
Service INF/web.xml ¥ M R e

method:
MNane

Figure24: Canfiguring mapping br alocalJNDlcontext

5. Complete configuration as descrited in Deploying Openl TabletsWebSudio on WebSphere Aplication
Server steps *16.
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5.7 Cafiguring Microsoft Excebdtings for WebJohere
Application Server

The Open in Excéfunctionality doesnot work if WebSphereApplication Serve8.5 is ugd under defaul
settings Execute configuration changesdescribedm Configuring Microsoft Exceé®ings br Apache dmcat
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6 InstallOpenL Tablets WebStudand OpenL
Tablets Rule Services BossApplication Serve

This ®ction explans how b instll OpenL Tablets WebStudind OpenL Tablets Rule ServicesJBoss
Applicaion Serverin a standdone mode.

The following topics are included:

Deployim Openl. TabletdVebStudio onlBosAppication Sener
DeployingOpenL Tables Rule Servees onJBosAppliation Server
Setting Up @)DBC @hnectin

Settihg Upa NDI Connetion

1
1
1
1

6.1 DeployingOpenL Tablets WebStudim JBoss

Appication Serer

To deploy OpenL Tablets Weltudio on JBoss ApplicationServer, proceed asfollows:
1. Renamehe OpenL Tablets WebStudiar fileto webstudi o.w ar .
2. Copywebstudio.war  to the <JBoss home direc tory >\standa lone \ deploym ents directory.

3. Ifthe auto - deploy - zippe d attributeisset totrue inthe sta ndal one.x mi file, manualy create an empty
file webstu dio.wa r.d odeploy .

Runthe <JBoss home directo ry >\ bi n\ standalone. bat file.

Verify that the webstudio .war.deployed marker & generated

To run OpenL Tablet®ebStudd, in a browser, enter http://localhost:8080/webstudiol.
TheWelcome to OpenL &blets WebStuib Ingallation Wizard window.

© N o 0 A

Set up the apglication asrequired.

6.2 DeployingOpenL Tablets Rule Seegon JBoss
Application Server

To deploy OpenL Thlets Rule Services on JBoss Application Server, proceed as follows:

1. Renamehe OpenL Tablets Rule Servifésto webservice .war .

2. Qopythewebservi ce.war file to the <JBoss home directory> \ sta ndalon e\ deploy ment s directory.
3. Runthe <JBoss home di rec tory >\ bin \ stan dalone .bat file.

4. Verify that the webser vi ce. war.dep loyed marker isgenerated

5. Torun OpenLTabletsRule Servics, in a browser, enter http:// localhost8080/webservicé .
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6.3 Setting Up aJDBonnetion

Toset upaJDBC conrtion for OpenL Tablets WebStudiproceed asfollows

1.
2.
3.
4.

©

Downloadarequired DBCdriver.

Run< JBoss home dire ct ory > \ bin \ standalone.bat

RunXBosscommand line lient <JBoss home dir ectory >\bin \jb oss-cli .bat .
In Jbsscli:, connect to the serverusing the connect commard.

In Jbosgli:, add amoduleusing the following command

madul e add -- name=<module name> -- r esources= <pat h to the drive r> -
depend encies=javax.a  pi,j avax.transaction. api

An exampleof the MySQL driver copiedto the <JBoss home directory >\ bi n directoryisas follows:

module add - - name=or g.mysql -- resources=mysql -connector-java -8.0.1 ljar --
dependen cies=javax.a  pijavax. transa ction.api

To prepare*.wa r files for deploynent, in the MET- | NR jb oss - deployme nt - struc tu re.x ml file, addthe
following structure:
<dependencies>
<module n ame="< module_name >" export="true" />
</ dependencies>
Forwebservice.war , inthe appl ication .propert ies file, specifyaconnection to the databaseasfollows:

producti on-repositor y.fac tor y = or g.ope nl.r ules.repositor y.db. JdbcDBReposit ory Factory
production - repository . uri = jdbc:mysql://localhost/ depl oyment - reposi tory

Ensure that the applica tion.p roperties  fileis@ i€k 0 fat $hé JBosslaunch location.

Forexampe, if the appli catio n.proper ti es file is located in JBos home directory, JBoss must be run
from thisdirectory viathe bin \ standalone. bat command.

Confgurea JDBC carection forOpenLTablets VébStudioasdescibed inConfguring enl Tablets
WebStudio via JBC Conection

6.4 Setting Up aJNDIConnecion

To ®t up aJNDkonnectionsettingsfor OpenL Tablets WebStudjoroceed as fthows:

1. Copyadataba® drivertothe <JBoss home direc to ry>\ sta ndal one\ deplo yments \ directory.
2. Runthe <JBoss home directory >\ bin \ sta ndalone . bat file.

3. Inabrowser, enter http://localhost:8080/.

4. dick Administration console

5. Clickthe Configuration link.

6. SekctSubsystems Datasairces>Non-XA

7. ClickAdd.
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Home  Deployments = Configuration Runtime  Access Control Patching

Configuration Subsystem (30) Type Datasource %

Subsystemns > Q Non-XA > ExampleD5

Interfaces ICA XA

Sacket Binding Datasources *
Paths Resource Adapters &
System Properties Ma ’

Transactions

EB3

Figure25: Gonfiguringa JND connedion
8. Inthe Greate Datasaurcewindow, select a data source and clickNext.

9. Bnter the data source name and JNDI name and click Next.
10. Switch to the DetectedDriver tab.

Create Datasource « R
Step 2/3: JDBC Driver 3
Select one of the installed |DBC drivers. If you do not see your driver, make sure
that it is deployed as a module and properly registered.

Specify Driver etected Driver

Name
h2
mysql-connector-java-8.0.11.jar
1-6of B
Cance « Back Next
A

Figure 26: JIBC Driverollection
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11. Sdecta JDBG@Iiriver and clickNext

12. Spedfy databaseconnectionsettingsand click Next.
13. Totestthe JDECconnection, click Test Connection
14. dick Next and then click Finish.

15. Forwebservi ce.war , inthe application.proper ties file, specify the connection to a database as follows:
production -rep ository.f act ory=
org.o penl.rules. repositor y. db.DatasourceDB RepositoryFactor y
productio  n- repository.uri = <JNDI Name>

16. Configurea JNDIconnection forOpenL Tablets WebStudis descrbed inConfguring Setings inOpenL
Tablets WeStudia
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